communications POLICY

Introduction

This policy sets out the standards expected by employees in their use of communications within the organisation including the use of telephones, email, computers and internet [OPTIONAL facsimile machines, laptops and mobile devices such as smart phones].   The policy does not form part of your contract of employment and can be amended at any time.  

This policy applies to all employees and workers who use communications systems provided by the organisation.  

The organisation recognises the value of email and internet facilities in promoting fast and effective communication but this can carry risks if guidelines are not followed to ensure their use is safe and minimises legal risks.  [A separate policy is available covering the use of social networking sites.]

Employees who do not follow these guidelines may be subject to disciplinary penalties up to and including dismissal depending on the severity of the breach.  If an employee is unsure whether their actions may breach this policy they should seek advice from their manager before proceeding.

Workers who do not have an employment contract with us must be made aware of this policy and asked to abide by its content.

What are the risks?

Unauthorised internet access and downloading of material from the internet can introduce viruses onto the organisation’s computer system with potentially serious consequences to our activities.   Additionally communication of potentially libellous statements, for example in emails or via social networking sites, can lead to claims for damages against the organisation.

Careless use of the organisation’s e-mail and Internet system can have serious consequences. For example, it is possible to create a legally binding contract by exchange of e-mail and confidential information may be deliberately or accidentally sent to the wrong people.

Security 

To avoid the introduction of viruses into the computer system we have installed anti-virus software but this does not guard against all viruses.  Users should be aware that viruses could be introduced via various sources including e-mail attachments, CD-ROMs, mobile phones, floppy disks, memory sticks, DVD’S, their storage media and the Internet.

It is the user’s responsibility to take care when opening e-mail attachments especially when they are not expected or come from unknown sources.  If in any doubt, please contact [INSERT NAME OF AUTHORISED CONTACT] who will check whether it is safe to open the attachment.  You should never open attachments ending with ‘.exe, .vbs, .zip’ etc without obtaining clearance from [INSERT NAME OF AUTHORISED CONTACT OR JOB TITLE OF SAME].

You should not install any software that has not been purchased by the organisation and approved by [the IT department].   Only storage media, such as DVD’s, memory sticks supplied and approved by the organisation can be used on the IT Network

You should not download from the internet any of the following material:  games, screen savers, files and mp3’s from the internet.  Material from CD-ROMs, memory sticks, mobile phones applications, DVD’s, floppy  disks or other storage media must not be downloaded without the approval of [INSERT NAME, JOB TITLE].  This list is not exhaustive and any downloadable items should be approved prior to installation.

Given the amount of confidential information which is accessible on our equipment, you must take sensible precautions when you take laptops, smart-phones and PDAs out of the office.  In particular, you must never leave one of our laptops, smart-phones or PDAs on view inside a vehicle.  If you have to leave such an item unattended in a vehicle, it must be locked away in the boot or glove compartment.  If you are traveling on public transport or are in a public place, keep your laptop, smart-phone or PDA with you at all times or, if this is not possible, in sight.  

If you are working in a public place, be aware that other people may be able to read documents that you are working on.

The system requires users to change their password regularly. Do not divulge your password to others. You should not use a workstation without authorisation or use another person’s password. You must log out of or lock your terminal when it is not in use or you are away from the desk.

Use of telephones

Land line telephones, smart phones and mobile telephones provided by the organisation are primarily for business use only.   [You are however permitted to make reasonable private telephone calls during your lunch hour or outside of working hours.]  The following types of personal calls are never permitted: calls to premium lines, calls to chat lines and unauthorised overseas calls.

Use of email

When sending emails concerning the organisation’s business the following layout is required for the end of the email:  [INSERT SIGN OFF FORMAT TO BE USED]

When sending e-mails, internally or externally, you should exercise the same care as if you were sending a letter on business headed paper.  Emails must be checked carefully prior to being sent to ensure they are going to the correct recipients and that the content, like any other form of written communication, is acceptable by normal standards.  Emails must never be used to send or forward messages which may be defamatory, obscene, abusive, offence or discriminatory.  Such communications will be regarded as misconduct and may lead to dismissal depending on the nature of the email.   The organisation has the final decision as to whether it considers particular material to be inappropriate under this policy.   Any user who is unsure whether particular material would be considered appropriate by the organisation should seek clarification from their manager before accessing or distributing such material.  

If an employee receives emails of an inappropriate nature, even unwittingly, they must not forward them to another email address but should alert [NAME OF AUTHORISED CONTACT].

Remember that email is not a secure way of sending information.  Emails can be intercepted by third parties and intended recipients can alter and/or forward emails without your knowledge.   You should therefore avoid using email to send personal information about individuals or commercially sensitive information.   If you have no choice and you have relevant approval, you must use the privacy setting.  Contact [INSERT NAME] for assistance if required.

Emails should not be used to convey statements which are critical of the organisation, its customers, suppliers or staff.

The effective operation of the network can be hindered when large attachments, such as video clips or pictures, junk mail, hoax virus warnings and e-chain letters are sent and received. You must not send this type of email and should not ask others not to send such information to you for non-business purposes.

It is possible to create legally binding contracts without intending to via e-mail correspondence.   E-mail must not be used for communications that could lead binding contract being formed or which would have the effect of obligating the Company in any way without prior authorisation being given from the relevant manager.

Personal emails

Personal use of the email system is permitted on occasion [at lunchtimes and outside working hours except in emergencies] but the same care must be exercised as when sending work-related emails.  Personal emails should be clearly marked as such although no guarantee can be given that these will not be monitored or accessed if reasonable suspicion of mis-use is held.

Unacceptably high levels of personal use will be viewed as misconduct and may lead to disciplinary action being taken.

Monitoring of emails

The organisation reserves the right to monitor employees’ emails [and will endeavour to inform you when this will take place and why].   In particular emails may be checked in the following circumstances:

· To cover an absent employee and ensure that work flow is not disrupted

· To investigate suspected high levels of personal use by the employee

· To investigate suspected sending or receiving of emails which are detrimental to the organisation 

· To investigate suspected use of email to view/send offensive material such as those containing racist or pornographic content.

Information gathered by the organisation on an individual’s email use will be retained for a period of [insert time].

Use of the internet

Employees who have computer facilities at their work station are permitted to access the internet at work.   Use of the internet is primarily for business purposes and personal access should be limited to lunchtimes and before/after normal working hours [OR INSERT OTHER PARAMETERS].   Personal goods ordered on the internet must not [be delivered to the organisation’s address or] be ordered in the name of the organisation.

Internet access should be used sensibly and employees may be asked to justify the amount of time they have spent on the internet or the type of sites they have visited.   Unreasonable use of the facility may lead to investigation.  Specifically access to sites which may be classed as pornographic, gambling or offensive in any way is strictly prohibited.  Authority to access the internet at work is not automatic and the organisation, in certain circumstances, may deny access by giving notice and reasons for doing so.

If an employee must access a website for work purposes which requires registration they must first seek permission from [INSERT NAME OF AUTHORISED CONTACT].  If a website requires the organisation to enter into a licence or contract prior approval must be sought from [INSERT NAME OF AUTHORISED CONTACT].

Care should be taken at all times when downloading material from the internet to ensure it is virus free, from a reputable source and not so large as to lead to excessive use of time and computer space.   Additionally, information and software that is accessible on the internet is often subject to copyright or other intellectual property protection.   Nothing should be copied or downloaded from the internet for use within the Company unless the material owner has given express permission.

OPTIONAL

Software on the network servers will limit access to various blocked websites and this “block list” will be regularly updated.   If you require access to blocked websites contact [INSERT DETAILS].

Monitoring internet access

The organisation reserves the right to monitor employees’ internet usage [and will endeavour to inform you when this will take place and why].   In particular internet usage may be checked in the following circumstances:

· To investigate suspected high levels of personal use by the employee

· To investigate suspected use of the internet to view offensive material such as those containing racist or pornographic content.

Information gathered by the organisation on an individual’s internet use will be retained for a period of [insert time].

Wireless Technology

Employees who have a laptop provided by the organisation will be advised by their IT representative whether it can be used via wireless technology.  This is only allowed if the appropriate security software and encryption are in place.
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